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Article Info Abstract

Malicious domains remain a durable part of the infrastructure used for

phishing, malware distribution, command-and-control communication, spam

campaigns, and online fraud. Prior work on malicious-domain and malicious-

URL detection has shown that lexical, structural, DNS, host, and content-
e derived features can support accurate machine learning models. Yet many
This article is an open gygtems still end at a binary label. They offer little help with uncertainty,
access article calibration, analyst-facing evidence, risk-level assignment, or governed
distributed under the response. This study presents AGENT-MD, a human-governed agentic Al
terms and conditions of framework for malicious-domain intelligence. The framework connects
feature profiling, supervised detection, validation-based threshold
optimization, calibration analysis, uncertainty flagging, risk triage, and
response recommendation. After cleaning and duplicate control, the working
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license ‘ dataset contains 577,105 records: 66,055 benign and 511,050 malicious
https://creativecommon samples. The experimental protocol uses 36 numeric domain-derived features
s.org/licenses/by/4.0 and a held-out test set of 86,566 samples. The Logistic Regression detection

agent obtains 98.99% accuracy, 99.13% precision, 99.74% recall, 99.44%
Fl-score, 0.9987 ROC-AUC, 0.9998 PR-AUC, and 0.9500 Matthews
correlation coefficient. The confusion matrix reports 76,458 correctly
detected malicious domains and 199 false negatives. These results show that
malicious-domain detection can be treated not only as static classification,
but also as an explainable, uncertainty-aware, and human-governed cyber-
threat triage workflow.

Keywords: Agentic Al, malicious domain detection, cybersecurity,
explainable Al, calibration, uncertainty-aware detection, risk triage,
machine learning.
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1. Introduction

Malicious domains and malicious URLs remain a common delivery path for phishing, malware hosting,
spam redirection, credential theft, and command-and-control infrastructure. Attackers can register, reuse,
and abandon domains quickly, which makes static blocklists and reputation services incomplete by design.
Blacklists are still useful for known indicators, but they cannot reliably cover newly generated,
algorithmically produced, or rapidly rotated domains [1], [2]. This gap has pushed research toward
supervised learning methods that describe domains and URLs through lexical, structural, DNS, host, and
content-derived features [3]-[10].

Machine learning is a natural fit for this setting because domain strings and their derived feature vectors
often carry repeated statistical signals. Malicious domains can differ from benign domains in length, number
of levels, digit ratio, hyphen use, entropy, segment statistics, repetition patterns, and IP-like structures. Work
on algorithmically generated domains showed that lexical and distributional regularities are useful for
detecting domain generation algorithms [3], [4]. Passive DNS and domain-reputation systems later showed
that DNS behavior, hosting infrastructure, and historical observations can expose suspicious domains at
scale [5], [6]. More recent malicious-URL studies broadened this line of work by combining lexical, host,
content, and learned representations [7]-[12].

Even with this progress, much of the literature still frames malicious-domain detection as a conventional
binary classification task. The output is usually a label together with accuracy, precision, recall, F1-score,
ROC-AUC, or PR-AUC. These metrics matter, but they do not answer several questions that arise inside a
security operations center. How confident is the model? Is the score close to the decision boundary? Which
features support the alert? What response should follow? A detector with high accuracy but no uncertainty
or triage logic is hard to use safely in operational cybersecurity.

Explainable Al and probability calibration address part of this operational gap. SHAP and LIME provide
local or global explanations that help analysts interpret feature contributions [14], [15]. Calibration tests
whether predicted probabilities match observed event frequencies, which becomes important when scores
are used for risk prioritization [16]-[18]. In malicious-domain defense, calibrated and threshold-aware
decisions are especially relevant because the cost of a false negative is usually higher than the cost of a false
positive. A benign domain that is flagged can be reviewed; a malicious domain that is missed can keep
supporting phishing, malware delivery, or command-and-control activity.

Agentic Al offers a useful system-level frame for connecting prediction with response. Recent cybersecurity
studies discuss agentic Al for threat hunting, incident triage, response support, and SOC workflows, while
also warning that autonomy must be governed and auditable [19], [20]. For this reason, malicious-domain
detection should not be presented as an unconstrained autonomous blocker. A safer design is bounded and
human-governed: the model supplies evidence, uncertainty, and recommendations, while analysts retain
authority over irreversible actions.
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AGENT-MD follows that design. Rather than treating the classifier as the whole system, the framework
organizes malicious-domain intelligence into connected agents for feature profiling, detection, calibration,
uncertainty flagging, explainable evidence generation, risk triage, and human-governed response
recommendation. The evaluation uses a large feature-based malicious-domain dataset and a validation-tuned
operating threshold that prioritizes recall. This posture fits the security setting because missing malicious
domains is typically more damaging than escalating additional benign samples for analyst review.

A. Contributions

* AGENT-MD is introduced as a human-governed agentic Al framework that moves malicious-domain
detection from a single classifier toward a decision-support workflow.

* The study reports a large-scale feature-based experiment with 577,105 cleaned records, 36 numeric
domain-derived features, and a held-out test set of 86,566 samples.

* A validation-tuned decision threshold is used to prioritize recall and reduce the false-negative burden,
which is a security-relevant operating choice for malicious-domain defense.

* The framework integrates calibration, uncertainty flagging, explainable evidence, risk-level assignment,
and human-approved response recommendation.

* The manuscript reports publication-ready tables, a non-overlapping methodology diagram, confusion-
matrix interpretation, calibration analysis, and an IEEE-style reference list.

II. Literature Review

A. Malicious-Domain and Malicious-URL Detection

Surveys of malicious-URL detection describe the area as a supervised learning problem shaped by feature
representation, algorithm choice, and deployment constraints [1]. Earlier work moved beyond static
blacklists by using lexical and host-based features to classify malicious websites and URLs [2].
Algorithmically generated domains then became a focused research stream because malware families often
use domain generation algorithms to evade blocklists. Yadav et al. showed that generated domains can be
recognized through regularities in domain-name structure, while Antonakakis et al. linked DGA traffic to
botnet infrastructure [3], [4].

Passive DNS systems such as EXPOSURE showed that large-scale DNS evidence can identify malicious
domains before user reports or blacklist updates become available [5]. Later datasets and feature-engineering
studies confirmed the value of domain length, entropy, number of dots, token structure, hosting attributes,
and DNS-derived indicators [6]-[10]. Li et al. showed that feature engineering and transformation can
improve malicious-URL detection, and McGahagan et al. studied feature discovery for malicious website
detection [7], [8]. These results support the feature-based design used in AGENT-MD.
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B. Lexical, Structural, and Learned Representations

Malicious-domain detection can rely on engineered features, learned representations, or a combination of
both. Lexical approaches are attractive for early screening because they are lightweight and do not require
page rendering or external network queries. Features such as string length, digit ratio, hyphen count, segment
length, entropy, vowel ratio, and IP-like structure are inexpensive to compute at scale. Recent work
continues to show that lexical, network, and content-based features remain useful under both classical
machine learning and deep learning models [9], [10].

Deep models reduce some manual feature engineering by learning representations directly from raw strings
or content. URLNet, for example, uses character- and word-level convolutional representations for
malicious-URL detection [11]. Recent surveys also report growing interest in Transformers, graph neural
networks, multimodal methods, and LLM-based approaches [12]. These models can be powerful, but they
are not always the easiest fit for SOC triage. They may be more expensive, less transparent, and harder to
calibrate. For a practical triage layer, lightweight feature-based models remain valuable when they are paired
with uncertainty, explanation, and governance.

C. Model Families for Security Detection

Classical and ensemble models remain strong baselines for tabular cybersecurity data. Logistic Regression
is fast and interpretable, which makes it useful for threshold-sensitive triage. Random Forests and gradient
boosting methods are also common because they capture nonlinear feature interactions [21]-[24]. XGBoost,
LightGBM, and CatBoost are particularly effective on structured data and are appropriate comparison
models for malicious-domain feature sets [22]-[24].

In the present experiment, Logistic Regression performs strongly because the engineered features provide
high discriminative value. This result should not be read as a general claim that deep learning is unnecessary.
It shows only that, for this feature file after preprocessing and threshold tuning, the classes are highly
separable. The Ql-level contribution is therefore not the classifier score alone, but the broader agentic
workflow around the detector.

D. Explainability, Calibration, and Uncertainty

Explainability matters in cybersecurity because analysts often need to justify why a domain was flagged,
reviewed, or blocked. LIME introduced local surrogate explanations for model predictions [14], and SHAP
offered a unified additive feature-attribution framework with strong theoretical properties [15]. These
methods help convert raw scores into analyst-facing evidence. In AGENT-MD, the explanation agent is
designed to provide feature-importance or SHAP-ready evidence for review. Similar audit-oriented
screening work outside cybersecurity has also shown the value of combining predictive scoring with
explanations, threshold selection, calibration, and human review rather than relying only on binary
classification [26].
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Calibration is equally important when a model score is used for risk ranking. Guo et al. showed that modern
neural networks can be miscalibrated, and expected calibration error has become a common way to
summarize probability reliability [16]. Earlier work by Zadrozny and Elkan and by Niculescu-Mizil and
Caruana established the importance of probability estimation and calibration in supervised learning [17],
[18]. AGENT-MD reports Brier score, expected calibration error, and a calibration curve because those
outputs support threshold-aware security policy instead of blind use of a default 0.50 threshold. Related
operational risk-forecasting work also shows that ranking quality alone can be insufficient when deployment
requires thresholded decisions and robustness under unseen conditions [27].

E. Agentic AI and Human-Governed Cybersecurity

Agentic Al extends ordinary prediction systems through tool use, planning, iterative reasoning, and
workflow-level action. In cybersecurity, agentic systems are being explored for threat hunting, incident
triage, vulnerability analysis, and SOC automation [19], [20]. That added autonomy also creates risk: unsafe
actions, error propagation, weak governance, and accountability gaps. Defensive agentic Al should therefore
be bounded, auditable, and explicitly human-governed.

AGENT-MD adopts this human-governed design principle. It does not claim unrestricted autonomous
blocking. Instead, it recommends allow, monitor, analyst review, temporary block recommendation, or
urgent alert categories. Irreversible actions remain subject to analyst approval. This design lets machine
learning improve speed and consistency while preserving human responsibility for high-impact security
decisions.

F. Positioning Relative to Prior Detection Work

Prior malicious-domain and malicious-URL studies have contributed important features, datasets, and
classifiers [1]-[13]. AGENT-MD differs in its system-level positioning. It reports an accurate detector, but
it also connects that detector to validation-based thresholding, calibration, uncertainty flags, explainable
evidence, risk levels, and analyst-governed response. This is the central contribution of the framework.

The work also connects to broader Al-based detection and deployment-aware evaluation. Li, Chen, Maitlo,
Mi, Zhang, and Chen used deep neural networks for loop detection in visual simultaneous localization and
mapping, illustrating how learned detectors can support reliability in safety-critical perception systems [25].
Although that study is outside cybersecurity, it supports the broader methodological point that detection
models should be evaluated in relation to the decision pipeline around them. Leakage-aware benchmark
studies in other domains likewise show that duplicate contamination and weak split hygiene can inflate
reported performance, which motivates the explicit duplicate control used before final evaluation in
AGENT-MD [28].

II1. Proposed AGENT-MD Methodology

Fig. 1 summarizes the AGENT-MD framework. The system is organized as a modular agentic pipeline, not
as a standalone classifier. The feature profiling agent structures domain-derived evidence. The detection
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agent estimates maliciousness. The uncertainty and calibration agent evaluates score reliability and distance
from the tuned threshold. The risk triage agent converts the probability into operational risk levels. The
human-governed response module then recommends an action, while avoiding irreversible blocking unless
an analyst approves it.

AGENT-MD: Human-Governed Agentic Al for Malicious Domain Intelligence

Detection + uncertainty + calibration + explanation + risk triage + analyst-governed response

Malicious-domain Data cleaning Feature profiling Detection Uncertainty and Risk
[ o feature dataset ‘ eand duplicate controlJ e agent o agent e calibration agent G triage

—_—

! | I } ‘
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segment length hyphens, dots ratio and letter statistics
Random Forest Brier score + ECE Medlum.
e analyst review
Calibration curve
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Output: explainable, uncertainty-aware, risk-ranked decisions for SOC analysts

Fig. 1. Minimalist AGENT-MD methodology diagram with non-overlapping modules and analyst-governed response flow.

The experiment used the 24-column malicious-domain feature file. The automatic detection routine selected
the label column as "Label". Because the selected file did not include a raw domain-name column, the study
is reported as feature-based malicious-domain detection rather than raw-string modeling. After cleaning and
duplicate control, the final working dataset contained 577,105 records. Table I reports the resulting data
split.
TABLE I
Dataset Distribution and Experimental Splits

Split Total Samples Benign Malicious Use
Training 403,973 46,238 357,735 Model fitting
Validation 86,566 9,908 76,658 Threshold tuning
Testing 86,566 9,909 76,657 Final evaluation
Total 577,105 66,055 511,050 Cleane(::tvorkmg
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TABLE I1
Feature Groups Used in AGENT-MD

Feature Group Representative Features

length, num_levels, max segment len,

Lexical/length . i
exical/leng min_segment_len, domain_length_auto

.\ num_digits, num_letters, num_hyphens,
Character composition - - =
num_dots, num_vowels

digit ratio, letter ratio, vowel ratio,

Ratios ) . . .
alpha_numeric_ratio, special char ratio

entropy, entropy auto, repeating char ratio,
Randomness/entropy by lp V- ¢ P t g_char_
ongest run_auto

.. . mean pos_digit, mean pos_letter, std pos digit,
Positional statistics —POS_C18 —POS_ -POs_dig
std_pos_letter

starts num, ends_num, is_ip like,

Threat indicators . .
is_risky tld auto, suspicious_word count auto

The detection agent was evaluated on the held-out test set. The operating threshold was selected on the
validation set with an F2-oriented objective, giving more weight to recall than precision. This choice
matches the security posture of the task: in malicious-domain defense, false negatives are usually more
costly than additional analyst-review cases.

TABLE III
Main Detection Performance of Logistic Regression on the Held-Out Test Set

Metric Value
Threshold 0.055
Accuracy 0.9900
Precision 0.9914

Recall 0.9974
F1-score 0.9944

ROC-AUC 0.9987
PR-AUC 0.9998
MCC 0.9500

Brier score 0.0114
ECE 0.0175

False positive rate 0.0673
False negative rate 0.0026
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TABLE 1V
Confusion Matrix of the Logistic Regression Detection Agent

True / Predicted Benign Malicious
Benign 9,242 667
Malicious 199 76,458
TABLE V

Operational Security Interpretation

Indicator Value Operational Interpretation
True malicious detected 76,458 Strong detection coverage
Malicious missed 199 Low false-negative burden
Benign flagged 667 Analyst-review cost
FNR 0.26% Security-favorable recall
FPR 6.73% Ac‘ceptable for triage when
actions are human-governed

LogisticRegression Confusion Matrix

Benign

True

Malicious

Benign Malicious
Predicted

Fig. 2. Confusion matrix produced by the Logistic Regression detection agent.
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0.6 0.8
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Fig. 3. Calibration curve of the Logistic Regression detection agent.
TABLE VI
Comparison with Representative Studies
Reported Role
Study Main Focus Method Type Compared with
AGENT-MD
. Early ML framing for
B d blacklist . ..
Ma et al. [2] eyon .ac ' Lexical/host ML malicious URL
detection i
detection

Yadav et al. [3]

DGA domain detection

Statistical domain
features

Motivates lexical and
randomness features

Bilge et al. [5]

Passive DNS malicious
domains

DNS/reputation features

Shows value of
infrastructure evidence

Lietal. [7]

Feature transformation

Feature engineering +
ML

Supports strong
engineered feature
representations

McGahagan et al. [8]

Feature discovery

Empirical website
feature study

Supports feature
discovery and
comparison
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L Lexical/network/content ) Sh featu
Aljabri et al. [9] exICAVNETWOTR/COnten ML/DL comparison OWS catuire
features categories are useful
End-to-end URL St | d-
URL Net [11] n-to-end - Deep CNN rong feated
representation representation baseline
Adds uncertainty,
4 ealibrati i e
AGENT-MD Detection ‘cahbratlon Human govemed e).;plalnablllty, risk
+ triage agentic Al triage, and analyst-
governed response
TABLE VII
Human-Governed Agentic Risk Triage Policy
Risk Level Condition Recommended Action Governance Rule
Very 1 lici . :
Low ey oW ma 1c1ous Allow and monitor No blocking
probability
: Below threshold but . : .
Medium crow HITesnold bu Flag for analyst review Human verification
close to boundary
. R dt .
High Above tuned threshold ecommle);lOCke mpoTaty Analyst confirmation
Critical Very high malicious Urgent alert / blacklist No irreversible action
probability recommendation without approval

IV. Discussion

The results indicate that feature-based malicious-domain detection can be highly effective when the feature
space captures lexical, structural, entropy, positional, and threat-indicator information. The Logistic
Regression detector achieved high recall and a very low false-negative rate. From a security perspective,
this is the most important outcome, because missed malicious domains can cause more harm than extra
review workload.

The low threshold of 0.055 should be read as an operating decision, not as a flaw. It was tuned on the
validation set under an F2-oriented policy that favors recall. A default threshold of 0.50 would be arbitrary
in an imbalanced cyber-threat setting. The selected threshold deliberately shifts the system toward recall,
while the human-governed triage layer absorbs the resulting false positives through review rather than
automatic blocking.

The calibration curve and ECE value suggest that the probability scores are useful for ranking and triage,
while still requiring uncertainty-aware handling. AGENT-MD does not treat probability as final truth. It
combines score, distance from threshold, and calibration evidence to support review prioritization. This fits
SOC practice, where analysts need evidence and risk context, not only a predicted label.
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V. Limitations and Future Work

* The selected 24-column file did not include a raw domain-name column. The study is therefore reported
as feature-based malicious-domain detection rather than raw-domain string modeling.

* Duplicate control changed the class distribution from the raw label distribution to a malicious-majority
working set. A future version should report both raw-balanced and deduplicated experiments.

* Only confirmed Logistic Regression results are emphasized in this manuscript. The released Kaggle
pipeline can be used to add Random Forest, Extra Trees, XGBoost, LightGBM, and Cat Boost
comparison tables when their final outputs are available.

e The verification agent currently uses offline feature evidence. Future work should connect WHOIS,
passive DNS, DNS telemetry, Virus Total-style threat intelligence, and sandbox evidence.

* The response agent is evaluated as a decision-support policy rather than as a live SOC deployment.
Future studies should measure analyst workload, alert fatigue, response time, and post-deployment drift.

V1. Conclusion

This study presented AGENT-MD, a human-governed agentic Al framework for malicious-domain
intelligence. The framework shifts malicious-domain detection from static binary classification toward an
explainable, uncertainty-aware, and risk-ranked cybersecurity workflow. On a large feature-based
malicious-domain dataset, the Logistic Regression detection agent achieved 98.99% accuracy, 99.74%
recall, 99.44% F1-score, 0.9987 ROC-AUC, and 0.9998 PR-AUC. It missed 199 malicious samples out of
76,657 malicious test records, corresponding to a false-negative rate of 0.26%. The results support the main
design argument of AGENT-MD: prediction is more useful for cyber defense when it is combined with
threshold tuning, calibration, explanation, risk triage, and analyst-governed response.
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