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Abstract 

The concept of autonomous vehicles (AVs) has introduced a new and 

advanced technology in the field of intelligent transportation systems. It has 

the potential to integrate artificial intelligence, sensor technologies, and 

communication systems. However, the increased level of connectivity and 

dependency on digital technologies have led to the emergence of various 

cybersecurity threats. Malicious actors can take advantage of the 

vulnerabilities in the communication network of the vehicles and the 

architecture of the autonomous vehicles. This paper identifies the major 

cybersecurity threats in the context of autonomous vehicles. They include 

Controller Area Network (CAN) attacks, denial-of-service (DoS) attacks, 

GPS spoofing, and the vulnerability of the vehicle-to-everything (V2X) 

communication. A multilayered cybersecurity architecture based on 

encryption, authentication, and intrusion detection using machine learning 

has been proposed. The effectiveness of the proposed architecture has been 

validated through experimentation using the simulated network traffic of the 

autonomous vehicles. It has demonstrated the potential of the Random Forest 

algorithm in detecting malicious activities in the network. 
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1. Introduction 

Autonomous vehicles are transforming the transportation sector rapidly. Autonomous vehicles allow vehicles to 

operate independently with minimal human intervention. Autonomous vehicles employ various state-of-the-art 

technologies such as artificial intelligence, machine learning, LiDAR sensors, radar systems, and computer vision 

to navigate the vehicle on the road [1]. 

Modern autonomous vehicles are highly connected vehicles that can communicate with various devices such as 

other vehicles, the cloud, infrastructure, and even handheld devices. This communication between vehicles is 

called Vehicle-to-Everything communication. While the communication between vehicles improves the safety 

and efficiency of the roads, it also raises security threats for the vehicles [2]. 

Various researchers have shown that an attacker can access unauthorized vehicle systems using the 

communication systems of the vehicle. Koscher et al. was the first to conduct an experimental study to prove that 

the attacker could access unauthorized vehicle systems by sending unauthorized messages to the vehicle’s internal 

network [3]. Another such attack was carried out by Miller and Valasek on a passenger vehicle’s infotainment 

system [4]. 

The above scenarios emphasize the need for developing strong cybersecurity mechanisms for the system. The 

purpose of the present research is to identify the cybersecurity threats associated with the system and develop an 

effective cybersecurity framework for the system. 

2. Architecture of Autonomous Vehicles 

 

Image 1: Perception–planning–control cycle in an autonomous vehicle 

system. 

 

Image 2: Autonomous vehicle perception–planning–control pipeline. 
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Image 3: Hardware–software architecture of an autonomous vehicle system. 

 

Image 4: LiDAR perception system and potential cybersecurity attack 

surfaces in autonomous vehicles. 

Autonomous vehicles comprise a number of different subsystems that function together to allow for the operation 

of the vehicle. 

2.1 Sensor Layer 

The sensor layer is the first layer in the autonomous vehicle stack. It receives information from the environment 

through various sensors such as LiDAR, radar, camera sensors, ultrasonic sensors, and GPS. 
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2.2 Perception Layer 

The perception layer processes the information received from the sensors. This processing is done using computer 

vision and machine learning algorithms to identify objects, people, and road signs. 

2.3 Decision Layer 

This layer uses artificial intelligence to analyze the information received from the sensors to make decisions about 

the operation of the vehicle. 

2.4 Control Layer 

This layer is responsible for the execution of the decisions made in the decision layer. It does this by controlling 

the various actuators in the vehicle. 

2.5 Communication Layer 

Autonomous vehicles can communicate with external systems through various communication systems such as 

cellular networks, Wi-Fi, and dedicated short-range communication systems. 

3. Vehicle-to-Everything (V2X) Communication 

 

Image 5: V2X communication ecosystem in connected and autonomous vehicles. 
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Image 6: Connected vehicular network architecture showing communication 

between vehicles and roadside infrastructure through OBUs and RSUs, 

supported by GNSS-based positioning systems. 

 

Image 7: Heterogeneous connectivity architecture in autonomous vehicles 

illustrating integration of infotainment systems, telematics services, and 

vehicle-to-everything (V2X) communication technologies. 
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Image 8: Cellular Vehicle-to-Everything (C-V2X) communication architecture 

illustrating interactions between vehicles, infrastructure, pedestrians, 

smart city systems, and cloud data centers through LTE/5G networks. 

V2X communication enables autonomous vehicles to exchange information with various entities in the transportation 

ecosystem. 

Communication Type Description 

V2V Vehicle-to-Vehicle communication 

V2I Vehicle-to-Infrastructure communication 

V2P Vehicle-to-Pedestrian communication 

V2C Vehicle-to-Cloud communication 

 

Autonomous vehicles consist of different subsystems, which work together to allow for the operation of the 

vehicle.  

2.1 Sensor Layer 

This is the first layer in the stack of autonomous vehicles. The sensor layer is responsible for obtaining information 

from the external environment using different types of sensors, including LiDAR, radar, camera sensors, 

ultrasonic sensors, and GPS. 
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2.2 Perception Layer 

This is the second layer in the stack of autonomous vehicles. The perception layer is responsible for processing 

the information obtained by the sensor layer. The processing is done by using different types of computer vision 

and machine learning algorithms.  

2.3 Decision Layer 

This is the third layer in the stack of autonomous vehicles. The decision layer uses artificial intelligence to analyze 

the information obtained by the sensor layer.  

2.4 Control Layer 

This is the fourth layer in the stack of autonomous vehicles. The control layer is responsible for executing the 

decisions obtained by the decision layer. The execution is done by controlling different types of actuators in the 

vehicle.  

2.5 Communication Layer 

Autonomous vehicles can communicate with external systems using different types of communication systems. 

5. Controller Area Network (CAN) Bus Security 

 

Image 9: Architecture of a Controller Area Network (CAN) node showing the 

microcontroller, CAN controller, and CAN transceiver connected to the 

vehicle communication bus. 
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Image 10: Automotive network architecture illustrating multiple CAN 

networks (drivetrain, comfort, sensor, infotainment, and diagnostic CAN) 

interconnected through a central gateway. 

 

Image 11: Automotive electronic communication system integrating 

powertrain, safety, and body control modules through multiple in-vehicle 

network protocols. 

The Controller Area Network (CAN) bus is the primary communication system used by Electronic Control Units (ECUs) 

within a vehicle. 

Despite its efficiency, CAN bus networks suffer from several security limitations. 

Vulnerability Description 

Lack of authentication Messages are not verified 

No encryption Data is transmitted in plaintext 

Broadcast communication Messages are sent to all ECUs 



KJMR VOL.03 NO. 03 (2026) CYBERSECURITY CHALLENGES AND DEFENSE ……… 

 

pg. 44 
 

 

Therefore, due to these limitations, an attacker is capable of sending malicious CAN messages with the aim of 

controlling vehicle operations [3]. 

6. Literature Review 

Research has been conducted to assess the cybersecurity risks present in connected and autonomous vehicles. 

Koscher et al. proved the possibility of cyberattacks in contemporary vehicles by manipulating the internal 

communication network [3]. Check way et al. identified various remote attack surfaces such as Bluetooth, cellular, 

and infotainment systems [2]. 

Petit and Shladover investigated various cybersecurity risks present in autonomous vehicles and highlighted the 

significance of communication protocols in intelligent transportation systems [7]. 

Research has been carried out to investigate machine learning-based intrusion detection systems with the aim of 

recognizing abnormal network operations in order to prevent cyberattacks [10]. 

7. Proposed Cybersecurity Framework 

 

Image 12: Functional layered model of an autonomous vehicle illustrating 

data flow between sensing, communication, and control layers. 
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Image 13: Modern automotive E/E architecture integrating zonal ECUs and 

centralized computing platforms for efficient vehicle system management. 

 

The proposed cybersecurity framework consists of several layers that can be used to protect the autonomous 

vehicle system. 

Secure Communication Layer 

In this layer, the V2X communication channels will be encrypted to prevent unauthorized parties from accessing 

the communication data. 

Authentication Layer 

Digital certificates will be used to ensure that only trusted parties can communicate with each other. 

Intrusion Detection Layer 

Machine learning algorithms can be used to detect intrusions in the network traffic. 

Monitoring Layer 

Monitoring of the system can be used to detect potential cyber-attacks. 

8. Methodology 

The methodology used in this research includes four phases: threat modeling, data collection, attack simulation, 

and machine learning-based detection. 
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Threat Modeling 

Threat modeling can be used to identify vulnerabilities in the communication network of vehicles. Past studies 

have shown that CAN bus networks do not have an authentication mechanism, making it easy for attackers to 

inject messages into the network [3]. 

Data Collection 

The simulated network data for vehicles will be used to train the intrusion detection system. Past studies have 

used similar data to carry out cybersecurity research for vehicles [10]. 

Attack Simulation 

Three common cyberattacks are simulated in this study: 

Attack Description 

DoS Attack Flooding network with excessive messages 

Message Injection Injecting malicious CAN messages 

GPS Spoofing Manipulating vehicle location signals 

These attacks represent real-world threats identified in intelligent transportation systems [7]. 

Machine Learning Detection 

A Random Forest classifier is used to detect cyberattacks. Random Forest models are widely used in intrusion 

detection systems due to their high accuracy and robustness [11]. 

 
Figure 1: Proposed research workflow for cyberattack detection in autonomous 

vehicle networks. 

9. Experimental Results 

Model Accuracy Precision Recall 

Decision Tree 91% 89% 90% 

SVM 93% 92% 91% 

Random Forest 96% 95% 94% 

The Random Forest model achieved the highest performance in detecting cyberattacks within vehicle network 

traffic. 

Data 
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Attack 
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ML Model 
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Figure 2: Model accuracy comparison for different machine learning models 

used in cyberattack detection. 

Fig. 2. Accuracy Comparison of Various Machine Learning Models Used in the Detection of Cyber Attacks in 

Autonomous Vehicle Networks. It has been found that the Random Forest classifier has the highest accuracy in 

detecting cyber-attacks, at 96%, compared to Decision Tree and Support Vector Machine models. 

 

Figure 3: Detection rate of various cyberattacks in autonomous vehicle 

communication networks. 
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Fig. 3. Rate of detection for various types of cyber-attacks that occur in the communication network of the 

autonomous vehicle. The proposed system indicates the highest detection rate for Denial-of-Service (DoS) 

attacks, which is 97%, followed by CAN injection attacks and GPS spoofing attacks. 

 

Figure 4: Precision and recall comparison of machine learning models used 

for cyberattack detection. 

Fig. 4. Precision and recall comparison among different machine learning models used for cyberattack detection. 

Random Forest demonstrates the best balance between precision and recalls among the evaluated models. 

10. Discussion 

The results of the experiments prove that machine learning can be used to detect intrusions in the network of an 

autonomous vehicle. However, several challenges arise when implementing machine learning for use in real-

world autonomous vehicles. 

It is recommended that future research be conducted on the use of lightweight cybersecurity solutions. 

11. Conclusion 

Autonomous vehicles are an integral part of smart transportation systems in the future. Yet, their high dependence 

on connectivity makes the system vulnerable to various cybersecurity attacks. The research focused on the 

vulnerability of the autonomous vehicle system and developed a cybersecurity framework that includes 

encryption, authentication, and machine learning-based intrusion detection. 

The experimental results show that the proposed framework can identify cyber-attacks with high accuracy. The 

development of such cybersecurity mechanisms is crucial for the safe deployment of the system in real-world 

scenarios. 

  

86

87

88

89

90

91

92

93

94

95

96

Decision Tree SVM Random Forest

S
co

re
 (

%
)

Model

Precision vs Recall

Precision

Recall



KJMR VOL.03 NO. 03 (2026) CYBERSECURITY CHALLENGES AND DEFENSE ……… 

 

pg. 49 
 

References 

[1] S. Thrun, “Toward robotic cars,” Communications of the ACM, vol. 53, no. 4, pp. 99-106, 2010. 

[2] S. Checkoway et al., “Comprehensive Experimental Analyses of Automotive Attack Surfaces,” IEEE Security 

& Privacy, vol. 9, no. 6, pp. 6-14, 2011. 

[3] K. Koscher et al., “Experimental Security Analysis of a Modern Automobile,” IEEE Symposium on Security 

and Privacy, 2010. 

[4] C. Miller and C. Valasek, “Remote Exploitation of an Unaltered Passenger Vehicle,” Black Hat USA, 2015. 

[5] M. Buehler, K. Iagnemma, and S. Singh, The DARPA Urban Challenge, Springer, 2009. 

[6] J. Harding et al., “Vehicle-to-Vehicle Communications: Readiness of V2V Technology,” NHTSA Report, 

2014. 

[7] J. Petit and S. Shladover, “Potential Cyberattacks on Automated Vehicles,” IEEE Transactions on Intelligent 

Transportation Systems, 2015. 

[8] M. Amoozadeh et al., “Security Vulnerabilities of Connected Vehicle Streams,” IEEE Communications 

Magazine, 2015. 

[9] T. Humphreys et al., “Assessing the Spoofing Threat: Development of a Portable GPS Civilian Spoofer,” ION 

GNSS Conference, 2008. 

[10] H. Sedjelmaci and S. Senouci, “An Intrusion Detection Framework for Connected Vehicles,” IEEE 

GLOBECOM, 2016. 

[11] L. Breiman, “Random Forests,” Machine Learning, vol. 45, pp. 5-32, 2001. 

[12] R. Lu, X. Lin, H. Zhu, and X. Shen, “SPARK: A new VANET-based smart parking scheme for large parking 

lots,” IEEE INFOCOM, pp. 1413–1421, 2009. 

[13] Y. Sun, R. Lu, X. Lin, X. Shen, and J. Su, “An efficient pseudonymous authentication scheme with strong 

privacy preservation for vehicular communications,” IEEE Transactions on Vehicular Technology, vol. 59, no. 

7, pp. 3589–3603, 2010. 

[14] J. Petit and S. E. Shladover, “Potential cyberattacks on automated vehicles,” IEEE Transactions on Intelligent 

Transportation Systems, vol. 16, no. 2, pp. 546–556, 2015. 

[15] T. Studnia, E. Alata, V. Nicomette, M. Kaâniche, and Y. Laarouchi, “A language-based intrusion detection 

approach for automotive embedded networks,” IEEE/IFIP International Conference on Dependable Systems and 

Networks, 2013. 

[16] S. Woo, H. J. Jo, and D. H. Lee, “A practical wireless attack on the connected car and security protocol for 

in-vehicle CAN,” IEEE Transactions on Intelligent Transportation Systems, vol. 16, no. 2, pp. 993–1006, 2015. 

[17] A. Greenberg, “Hackers remotely kill a Jeep on the highway,” Wired Magazine, 2015. 



KJMR VOL.03 NO. 03 (2026) CYBERSECURITY CHALLENGES AND DEFENSE ……… 

 

pg. 50 
 

[18] F. Kargl, P. Papadimitratos, L. Buttyán, and J. Schaumüller-Bichl, “Secure vehicular communication 

systems: implementation, performance, and research challenges,” IEEE Communications Magazine, vol. 46, no. 

11, pp. 110–118, 2008. 

[19] M. Raya and J. P. Hubaux, “The security of vehicular ad hoc networks,” Proceedings of the ACM Workshop 

on Security of Ad Hoc and Sensor Networks, 2005. 

[20] M. Amoozadeh, A. Raghuramu, C. Chuah, and D. Ghosal, “Security vulnerabilities of connected vehicle 

streams and their impact on cooperative driving,” IEEE Communications Magazine, vol. 53, no. 6, pp. 126–132, 

2015. 

[21] K. Zheng, Q. Zheng, P. Chatzimisios, W. Xiang, and Y. Zhou, “Heterogeneous vehicular networking: A 

survey on architecture, challenges, and solutions,” IEEE Communications Surveys & Tutorials, vol. 17, no. 4, pp. 

2377–2396, 2015. 

[22] H. Sedjelmaci and S. Senouci, “An accurate and efficient collaborative intrusion detection framework to 

secure vehicular networks,” Computers & Electrical Engineering, vol. 43, pp. 33–47, 2015. 

[23] S. Sharma and X. Chen, “Attacks and countermeasures for connected and autonomous vehicles,” IEEE 

Internet of Things Journal, vol. 7, no. 6, pp. 5142–5152, 2020. 

[24] T. Zhang, Q. Zhu, and H. Zhang, “Cyber-physical security and safety of autonomous vehicles: A survey,” 

IEEE Transactions on Intelligent Transportation Systems, vol. 22, no. 7, pp. 3902–3918, 2021. 

[25] A. Humayed, J. Lin, F. Li, and B. Luo, “Cyber-physical systems security: A survey,” IEEE Internet of Things 

Journal, vol. 4, no. 6, pp. 1802–1831, 2017. 

[26] A. Shamir, B. Hoppe, and C. Paar, “Security analysis of automotive immobilizers,” IEEE Symposium on 

Security and Privacy, pp. 1–12, 2005. 

[27] T. Leinmüller, E. Schoch, and F. Kargl, “Position verification approaches for vehicular ad hoc networks,” 

IEEE Wireless Communications, vol. 13, no. 5, pp. 16–21, 2006. 

[28] P. Papadimitratos, V. Gligor, and J. Hubaux, “Securing vehicular communications: assumptions, 

requirements, and principles,” Workshop on Embedded Security in Cars (ESCAR), 2006. 

[29] M. Gerla and L. Kleinrock, “Vehicular networks and the future of the mobile internet,” Computer Networks, 

vol. 55, no. 2, pp. 457–469, 2011. 

[30] J. Kenney, “Dedicated short-range communications (DSRC) standards in the United States,” Proceedings of 

the IEEE, vol. 99, no. 7, pp. 1162–1182, 2011. 

[31] H. Hartenstein and K. Laberteaux, “A tutorial survey on vehicular ad hoc networks,” IEEE Communications 

Magazine, vol. 46, no. 6, pp. 164–171, 2008. 

[32] E. Schoch, F. Kargl, M. Weber, and T. Leinmüller, “Communication patterns in VANETs,” IEEE 

Communications Magazine, vol. 46, no. 11, pp. 119–125, 2008. 



KJMR VOL.03 NO. 03 (2026) CYBERSECURITY CHALLENGES AND DEFENSE ……… 

 

pg. 51 
 

[33] Y. Park, J. Sur, and K. H. Kim, “Security threats and countermeasures in connected vehicles,” IEEE 

Communications Magazine, vol. 54, no. 4, pp. 64–70, 2016. 

[34] S. Sharma, S. Chen, and X. Chen, “Security threats in autonomous vehicles: A survey,” IEEE Internet of 

Things Journal, vol. 7, no. 10, pp. 1–14, 2020. 

[35] T. Zhang, H. Antunes, and S. Aggarwal, “Defending connected vehicles against cyber-attacks: A survey,” 

IEEE Communications Surveys & Tutorials, vol. 22, no. 1, pp. 1–23, 2020. 

[36] Blockchain-Secured Iot Framework for Smart Waste Management in Urban Environments”, CRSSS, vol. 3, 

no. 3, pp. 1462–1467, Aug. 2025, doi: 10.59075/mcze1x98. 

[37] The Role of HR in Managing Robotic Process Automation (RPA) Displacement Anxiety among 

Employees”, CRSSS, vol. 3, no. 3, pp. 1090–1109, Aug. 2025, doi: 10.59075/f4y5dc30. 

[38] L. . Saeed, R. . Khan, D. S. A. . Durrani, C. Y. . Mehmood, and M. A. . Hayat, “HR Beyond the Office: 

Leveraging AI to Lead Distributed Teams and Cultivate Organizational Culture in the Age of Remote and Hybrid 

Work”, AIJSS, vol. 4, no. 3, pp. 291–310, Jul. 2025, doi: 10.63056/ACAD.004.03.0361. 

[39] Engr. Faiza Irfan, Engr. Rukhsar Zaka, Engr. Sidra Rehman, Bushra Sattar, Syed Arsalan Haider, and 

Muhammad Ahsan Hayat, “An IOT-Driven Smart Agriculture Framework for Precision Farming, Resource 

Optimization, and Crop Health Monitoring”, AIJSS, vol. 4, no. 3, pp. 3329–3342, Aug. 2025, 

doi: 10.63056/ACAD.004.03.0615. 

[40] Engr. Rukhsar Zaka, Syed Muhammad Mushtaher Uddin, Muhammad Ahsan Hayat, Aribah Murtaza, Syed 

Arsalan Haider, and Chaman lal Beejal, “AI-Driven Cybersecurity for IoT–Cloud Ecosystems”, JPEHSS, vol. 3, 

no. 3, pp. 63–76, Sep. 2025. 

[41] Muhammad Ahsan Hayat, Syed Affan Ahmed, Sana Fatima, Engr. Faiza Irfan, Muhammad Osama 

Nizamani, and Ammar Khalil, “TINY MACHINE LEARNING (TINYML) ADVANCEMENTS FOR 

INTELLIGENT BATTERY-POWERED IOT SENSORS”, SES, vol. 3, no. 8, pp. 818–832, Aug. 2025. 

[42] Muhammad Ahsan Hayat, Imran Ali Channa, Ubaidullah Khan, Nazia Alfred Fernandes, Urooj Tariq, and 

Khan Ikram Uddin, “BRIDGING CLASSICAL STATISTICS AND MODERN AI TOWARD 

INTERPRETABLE DATA-SCIENCE MODELS”, SES, vol. 3, no. 9, pp. 525–537, Sep. 2025. 

[43] Mian Talha Sarfraz, Muhammad Ahsan Hayat, Shayan Ahmed, Mehran Ali, and Aribah Murtaza, 

“MACHINE LEARNING-BASED INTRUSION AND ANOMALY DETECTION MODELS FOR SECURING 

IOT NETWORKS AGAINST EMERGING CYBER THREATS”, SES, vol. 3, no. 9, pp. 1445–1463, Sep. 2025. 

[44] M. A. Hayat, ‘The Ethical Implications of Artificial Intelligence in Islamic Jurisprudence: A Comparative 

Analysis with Western Legal Systems’, Al-Nasr, vol. 3, no. 3, pp. 85–106, Sep. 2024, doi: 

10.5281/zenodo.17229954. 

[45] Q. Muhammad, ‘The Quantum Leap in Law: AI's Revolution in Justice Delivery’, Al-Nasr, vol. 3, no. 2, pp. 

131–146, Jun. 2024, doi: 10.5281/zenodo.17229931. 

https://doi.org/10.59075/mcze1x98
https://doi.org/10.59075/f4y5dc30
https://doi.org/10.63056/ACAD.004.03.0361
https://doi.org/10.63056/ACAD.004.03.0615


KJMR VOL.03 NO. 03 (2026) CYBERSECURITY CHALLENGES AND DEFENSE ……… 

 

pg. 52 
 

[46] Muhammad Zamin Ali Khan *, Shayan Ahmed, Khalid Bin Muhammad, Muhammad Ahsan Hayat, and 

Hafiza Amna Owais Ansari, “Improved Design Approach on Rehabilitative Exoskeleton”, JPEHSS, vol. 3, no. 3, 

pp. 35–40, Aug. 2025. 

[47] Muhammad Ahsan Hayat, Jahangir Baig, Shayan Ahmed, and Ahmed Faraz Ayubi, “TOWARDS EARLY 

AND ACCURATE DISEASE DETECTION THROUGH MULTIMODAL PREDICTIVE MODELING: 

FUSION OF ELECTRONIC HEALTH RECORDS, MEDICAL IMAGING, AND OMICS DATA USING 

INTERPRETABLE MACHINE LEARNING”, PRJ, vol. 3, no. 11, pp. 01–29, Nov. 2025. 

[48] M. Zaka, E. F. Irfan, H. Sania, N. .and M. A. Hayat, ‘Blockchain-Integrated AI Framework for Secure IoT 

Communications’, Annual Methodological Archive Research Review (AMARR), vol. 4, no. 3, pp. 25–36, Mar. 

2026, doi: 10.5281/zenodo.18904381. 


