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Abstract

This paper presents a two-level machine learning model for early crypto-
ransomware detection to detect threats prior to encryption. The proposed
system includes a Signature Recognition (SR) module, and a Learning Agent
(LA), both utilizing the Random Forest classifier. The model is highly
accurate with a 90% average accuracy and an ROC AUC of 0.94. The SR
module can detect known attack patterns, and the LA can effectively detect
nascent emerging threats, hence the model is adaptive to various threat
situations. For performance evaluation, the paper uses extensive evaluation
metrics such as accuracy, precision, recall, F1 score, and ROC AUC. The
proposed N-DIMEL model provides a proactive, balanced, and reliable
solution that gives valuable insights to the cybersecurity teams in selecting
and deploying effective ransomware detection systems.
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1. INTRODUCTION

Ransomware is one of the most common and dangerous types of cyber threats acting against people and
companies. This malicious software or malware can deny users access to their systems and encrypted their
important data and documents demanding to be paid a certain amount of money to the attackers. From all
the types of ransomwares, the most dangerous is crypto-ransomware since it uses sophisticated encryption
algorithms to lock data and make it impossible to access without using a specific decryption key that is
usually released after a ransom has been paid [1].

The advancement in technology of the last decade especially in the field of machine learning (ML) and
artificial intelligence (Al) has offered means for improving cybersecurity. Such threats can only be
detected by using ML algorithms because such algorithms can be trained to look for patterns and behaviors
that correlate with a threat such as ransomware [2],[3]. Traditionally, cybersecurity systems were
dependent on the signature-based detection that compares the malware with the database of known
signatures. However, this approach becomes cumbersome when the new or non-existent ransomware
samples of the family are encountered [4].

The detection of crypto-ransomware, especially pre-encryption detection has however attracted attention
in the recent past. The existing studies and technology advancements in this particular area mainly aim at
detecting malware depending on its actions after an attack or after files have been encrypted [5]. The
creation of PEDA means that ransomware is being approached in a proactive way rather than as part of
the detection that seeks to identify ransomware before any of the files have been locked [6],[7]. The move
to preventative detection not only increases security, but also eliminates the moral and practical issues of
paying the ransom.

The first and foremost challenge that this research seeks to solve is the inefficiency of the existing anti-
ransomware solutions in averting encryption-based threats, especially the crypto-ransomware. After
ransom data has been locked by an attacker, recovery is very difficult and can take a lot of time, which
causes most of the victims to pay the attackers the required ransom in order to be provided with the
decryption key [8]. Current detection mechanisms operate too late or after encryption has taken place
meaning data become locked even when the ransomware is eradicated from the device [9],[10].

2. LITERATURE REVIEW

The literature review plays an important function in developing the author’s appreciation of the current
state of knowledge germane to this study. This forms a good starting point for studying on the PEDA by
outlining the current state of research on ransomware, the use of machine learning based detection
approach and proactive defense systems. Thus, looking at the previous scholarship, this chapter reveals
the trends, knowledge deficits, and research questions and objectives in the following chapter. Perhaps,
literature review also prevents against lack of grounding of the research in the existing frameworks and
methodologies placing this study in the ransomware detection discourse.

2.1 Theoretical Background
2.1.1 Key Concepts and Definitions

There are several key ideas that are important when considering this research on crypto-ransomware
detection; the ideas are based on ransomware, machine learning, and detection algorithms. Ransomware
is a type of malware that aims at locking the user out of his/her system or personal data until a particular
ransom is paid. Crypto-ransomware is a type of ransomware, which has the capability to encrypt the files
and then request the victim to pay for the decryption of the files [11]. Due to the fast growth of
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ransomware, there is a need to create Pre-Encryption Detection Algorithms (PEDA) that are used in
identification of malware before the encryption process starts.

Machine learning (ML) is a subfield of artificial intelligence (Al) that can enable a system to learn and
improve on its performance from data without being programmed. In the matter of ransomware detection,
ML methods are used to learn the characteristics and activities of ransomware attacks. The current study
is built on the use of ML in conjunction with a Signature Repository (SR) which holds known malware
signatures and a Learning Algorithm (LA) that uses behavioral data in identifying unknown forms of
ransomware [12].

2.1.2 Historical Evolution

Solutions to ransomware detection have also changed with time as shown here. At first, the main methods
were the signature-based, when the repository contains the known signatures of ransomware and used for
the detection of malware [13]. However, these methods proved inefficacious of dealing with the increasing
growth of new and unknown ransomware variants. This was followed by the development of behavioral
analysis techniques which involve tracking of system and network actions in order to identify possible
malicious behavior, which was a significant improvement in the fight against ransomware [14]. Later,
machine learning has been found to be very effective in learning known and unknown threats and the
ability of the system to learn new patterns of attacks [15].

2.1.3 Theoretical Frameworks

The existing body of knowledge that has guided this research is anchored on the following theories that
have been proposed in the study of cybersecurity and malware detection. In the case of signature-based
detection frameworks, the threats are identified by comparing it to a list of known signatures of malware.
Although this is effective against known types of malwares, this approach has many drawbacks when it
comes to new types. Anomaly based frameworks, on the other hand, observe the behavior of the system
and any variations from the normal behavior is considered as the threat

2.2 Review of Related Work
2.2.1 Overview of Existing Research

Ransomware detection research has been widely explored in the past years, more so in the areas of
signature-based detection, behavioral analysis, and machine learning. Another paper by M. White et al.
[16] gives a brief history of ransomware detection and the transition to machine learning based techniques.
It has been shown that though signature-based methods continue to be useful to identify known
ransomware, they are ineffective in identifying new forms of ransomware that are more complex and can
evade classical security measures.

These challenges have however been an area of concern especially with the traditional machine learning
algorithms. S. Clark and J. Doe [17] have also pointed that the supervised learning approach involving the
use of decision trees and support vector machines has been used to successfully detect ransomware based
on the system’s behavior. Other works have looked into the application of deep learning methods which
have a higher accuracy in identifying complicated ransomware threats [18].

2.2.2 Key Techniques and Approaches

Different methods and strategies have been used to identify ransomware which has changed greatly due
to the advancement in the threats posed by cyber criminals. These techniques can be broadly classified
into signature-based detection, behavior-based detection and machine learning based detection and each
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of them has its own advantages and limitations in the context of ransomware especially the crypto
ransomware [19].

Signature-Based Detection

Today, signature-based detection can still be considered as one of the most popular methods of malware
detection. This technique functions based on the identification of the molecular patterns of files or
programs with the database of the malware signature. If a match is found then the system can alert or
quarantine the malicious software before it launches the payload. Due to the straightforward approach in
this method, it is especially useful in recognizing the known threats that are a significant aspect of
cybersecurity solutions. For instance, most of the antivirus software employ signature-based methods in
identifying and preventing the known malware [20].

Behavioral Analysis

Due to the shortcoming of using signature-based methods, behavioral analysis has now become a vital
technique in ransomware detection. Unlike the other approaches, this approach is not based on the
identification of the malware signatures but examines the behavior of the programs in real time. Due to
the fact that they analyze the system behavior, these methods are capable of identifying unlawful actions
based on their actions not their appearance. For example, suppose a program tries to encrypt a large
number of files or change system-level permissions, which is typical of ransomware; in that case,
behavioral analysis can indicate that the program is potentially malicious [21].

Machine Learning Approaches

Ransomware detection is one area where ML has been found to be very useful because of its capability to
learn from data and the patterns that may not be very obvious. Machine learning algorithms can be trained
to recognize ransomware as those are large datasets of both benign and malicious software. Since the
machine learning models are trained from the past attack data, they are useful for identifying existing as
well as new ransomware threats.

The most widely applied approach to the problem of ransomware detection is supervised learning, which
is based on the use of labeled data. In this case, the datasets also include examples of ransomware and
other no malicious programs so that the model can learn the difference between the two. Having learned
such patterns, the model can classify other software as either ‘safe’ or ‘malware’. Supervised learning is
used when there is enough big data which is labeled and it has also been applied in various cybersecurity
applications to identify ransomware and other types of malware [22].

2.2.3 Comparative Studies

Some of the works have given comparisons of various approaches for ransomware detection, which is
helpful in understanding the performance of various methods for combating different types of
ransomware, whether newly developed or old. Another major work, L. Jones et al. work [23] discussed
about the traditional signature based detection and the machine learning based detection and their merits
and demerits.

Signature-Based Detection as opposed to Machine Learning-Based Methods

The use of signatures for detection has been the most widely used technique for identifying malware
including ransomware. This approach is based on the creation of the database containing the general
information about known viruses, or the special marks of the malicious programs, with the purpose of the
identification of the viruses by the comparison of the received files with the marks contained in the
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database. Jones et al. ’s study highlighted the fact that the signature-based methods are very efficient in
terms of speed and low computational cost in identifying known threats [24]. However, the study also
noted a significant limitation: whereas, signature based techniques are relatively inefficient especially
when combating new or unknown types of ransomware. Since the hackers often update the ransomware
to create new variants that are not recognizable by the signature-based systems, the latter are often unable
to protect from attacks using such threats.

Table 2.1 Comparison Table of Literature

Study Approach Key Findings Limitations
White et al. | Signature-based | Effective for detecting known | Struggles with  new and
(2021) detection threats evolving variants
Clark and | Supervised Machine  learning  improves High . compu_tatlonal cost,
. : ? especially in real-time
Doe (2022) | learning detection of new variants C
applications
i Machine learning outperforms | Limited real-world applicability
Jones et al. | Comparative . i .
signature-based methods in [in resource-constrained
(2020) study . i
detecting new threats environments
Real-time detection of ransomware | False positives can still occur,
Kumar et . . L L . . .
al. (2021) Case study in corporate environment with high | particularly ~ with benign
' accuracy software

Patel et al. | Cloud-based Machine  learning tgchm_ques are Requires  significant  data
scalable and effective in cloud

(2022) detection environments processing capabilities

Deep learning models show the
Deep learning highest accuracy in ransomware
detection

Evans
(2023)

High computational complexity,
limited to high-end systems

2.3 Summary
Key Findings

The analysis of the literature shows some tendencies in the studies of ransomware detection. The greatest
drawback of the signature-based detection is that it is only efficient when used against known threats, and,
therefore is not efficient when used against new ransomware variants. In particular, deep learning methods
are valuable since they provide a number of benefits when searching for known and unknown ransomware.
However, these methods are computationally costly and may generate false alarms, which is a big problem
in real-life applications. The literature also points out a major limitation of existing pre-encryption
detection techniques which is the focus of this research to provide a more efficient and integrated machine
learning solution [25].

3. METHODOLOGY
3.1 Dataset Description

For this work, the authors have generated artificial data using Python to imitate the process of identifying
crypto-ransomware. The data set is compiled in terms of the various relative characteristics of the system
execution, which are connected to normal functioning and ransomware. Let us also define here that the
above system behaviors were described employing features such as files changes, CPU usage and network
connections. This dataset has dimensions of 5000 rows (observation) and 20 columns (features): every

pg. 206



KJMR VOL.02 NO. 06 (2025) A COMPREHENSIVE EVALUATION ....

row of the dataset is the description of a system process or behavior, and every column is the attribute of
the processes being monitored [26].

CPU Usage

CPU Utilization is determined by the difference between the total processing power of CPU for a process
and the actual processing power delivered to a specific process. The ransomware especially at the early
time it begins to encrypts files of a victim requires adequate processing power for computations involved
in encryption. One of the main signs of the malware work is the sharp increase of the percentage of the
CPU utilization [27].

Network Traffic

Network Traffic means the rate of data sharing that takes place in a given network at a certain time usually
measured in megabytes. C&C servers may be used to establish a connection when it is required keys for
encryption or to pass on the details of the demands. This external communication can be identified by
making a comparison of the outgoing connections to other IP address, specially a random or suspicious
one. While normal activities may includes Internet communications for instance to conduct software
update or cloud backup, ransomware will generate network traffic that is alien to the observed normal
flow [28].

File Access Patterns

File access patterns indicate fre-quency and mode (reading only, writing or modification) with which
different system processes request the files. The Ransomware normally performs file access operations at
a rate that is above a baseline due to the fact that it wastes no time in initiating an encryption process.
These patterns are different from the patterns of benign processes for which the rate and the frequency of
file accesses are much slower and do not deviate as much from the norm. For example. what are considered
normal processes like text editors, or backup software write on disk at a different rate.

Encryption Attempts

Encrypt Observes file encrypt by a process is a log which keeps track of the number of attempts made to
encrypt a file by a process. Since the simplest goal of crypto-ransomware is to encrypt the users’ files and
make them unavailable, watching the processes that take place in the system and seeing how files are
being encrypted is one of the most effective ways to suspect an attack. In cases were there is high level
encryption activity, the operations are considered malicious especially when the encryption attempts are
done by non-encryption applications, or when the encryption attempts are on normal file formats like word
docs, images or videos.

Dataset Example Screenshot:
Cross-Validation Accuracy Scores: [@.84 8.875 @.9275 8.9225 8.9275]
Mean Cross-Validation Accuracy: ©.9@

Learning Algorithm Results (Unknown Ransomware Detection):

precision recall fl-score  support

B 8.85 8.95 a.9a 291

1 8.94 8.85 @.89 389

accuracy 8.9a 6ee
macro avg 6.9a 8.98 8.89 Gee
weighted avg 8.%8 8.98 8.89 cee

pg. 207



KJMR VOL.02 NO. 06 (2025) A COMPREHENSIVE EVALUATION ....

Thus, the data was collected to include known and unknown ransomware types and their behaviors. The
availability of the synthetic data enabled modeling of high-risk scenarios and several detection algorithms
were experimented because there are no natural constraints [29].

3.2 Methodology Framework

ERK is employed in this study in a two-tier detection system that consists of the SR and the LA. The
framework employs the signature-based approach to detect the existing ransomware threats, and the
machine learning model to detect the new form of ransomware threats. Here is the work flow in details.

Flow Chart of Methodology

Figure 3.1 Dual level detection system Flow chart (self constructed)

This is a flowchart presented in Figure 3.1 showing the framework of the methodology applied in the
detection system at dual level namely the SR for known ransomware threat and LA for unrecognized
ransomware threat. This chart illustrates data flow from data acquisition through the preprocessing phase
and the detection phases of the ransomware before the system response.

3.2.1 Signature Repository (SR)

The first level in the detection framework is the so-called Signature Repository (SR). It preserves patterns
of different kinds of ransomware that are currently in the world, and each type is associated with specific
usage of CPU, files and network traffic. ‘It does so in the manner that it is designed to match these known
signatures with the information that it is getting from the processes that are in the system’. And if a match
is found, the process is labeled as ransomware [30].

3.2.2 Learning Algorithm (LA)

The second step involved the use of the Learning Algorithm (LA) of choice; in this case, the Random
Forest Classifier. This machine learning model was trained on this dataset to detect not only known and
unknown ransomware types, but also based on the features like CPU usage, files accessed and the attempt
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of encryption. Random Forest algorithm was used as it is more suitable to high dimensional data and very
little effect of over fitting.

3.2.3 Proactive Response

Implementing a separate response mechanism into the framework was aimed to prevent the problems of
system safety. In this simulation the actions of the system dealing with ransomware processes which were
identified were examined. In total, the correct identification of ransomware samples was 278, and the
algorithm ensured that 322 systems were clean [31].

3.3 Data Preprocessing

Another factor which requires mention is that before feeding the data to any machine learning algorithm,
this set of data had to undergo several transformations with the purpose to free it from unneeded noise and
set into the proper form for preparing a model. The preprocessing steps included:

Data cleaning and data transformation are important preprocessing stages for an ML model to accomplish
the best result of both the train and test data set. This is particularly so in the case of ransomware detection
where the quality of the data has a large bearing on the quality of the model. The following are key
preprocessing steps used to prepare the dataset for machine learning:

1. Data Cleaning

Data cleaning therefore involves the identification of any kind of noise in records that may distort the
analysis. There will always be outliers within any real world data set which have nothing to do with the
actual behaviors observed within the system and are rather caused by system breakdowns or variations in
measurement and or even malicious inputs [32].

2. Missing Value Imputation

In many datasets some of the entries contains missing values and this may cause poor performance of the

resulting machine learning models if not addressed. Managing missing values or imputing them as how
they are is called Missing Value Imputation. For ransomware detection, some features might be absent
and this is always due to not closely observing the system or not getting some parameters such as the
usage of the CPU or traffic usage. There are different strategies to address missing values:

a) Mean/Median Imputation: If the data has missing values for the continuous features like size of the
file or usage of CPU, missing values can be filled by mean and median of the corresponding features.
This saves cases where there are breaks in between the entries and this disrupts the learning process.

b) Discarding Insignificant Data: If the missing values are in the irrelevant entries (the entries which do
not at all influence identification of diagnosis), then the entries are negligible. But it is used carefully
in order not to reduce size of the data set too small because of the erasing of the least relevant features
[32].

c) With the above imputation techniques, the data is not fully missing, and therefore is usable, thus
making the machine learning model to run without much interruptions because of missing data.

3. Feature Scaling

Normalization or Feature Scaler is used in order to standardize the range of values of the features to be
compared. In ML, the kind of features which can negatively affect the working of models, the features
that have a much larger numerical range than most other features do so. For example, file sizes could be
in bytes and the CPU utilization could be in percentage hence leading to the impression that the size of
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files is a much bigger scale than the utilization of the CPU. The issue with the model is that these features
will be given undue importance since they are large, and therefore the model may also be large and OFF
[33].

These features as applied to ransomware detection can have significantly variations in its size, traffic and
attempt to encrypt. Normalization of features enable each feature in the model to contribute to its learning
equally. Common scaling techniques include:

a) Min-Max Scaling: This Method standardises each of the measured features so that they will fall within
a certain fixed range as an example between 0 and 1 based on the minimum and maximum of a specific
feature.

b) Standardization (Z-score normalization): This method basically helps to standardise features where
they have a mean zero and a standard deviation of one. It is especially applicable especially when
analyzing data contains features that have outgrowths.

Regarding feature scaling the model has the ability of viewing every feature in the same plane hence
improving its Ransomware detection capability.

4. Data Splitting

Data Splitting is the process by which the data is split into various parts and the data is utilized in the
construction of the machine learning model. This step is very important because if not for it the model
will be overfitting because the data used in testing the model is the same data used to train the model.
Usually what is practiced is that the data is split 80% as the training set and 20% as the test set.

a) Training Set: The training set is then used to teach the learning algorithm so as to help the model learn
the correlation between the different features inclusive of file access patterns, CPU usage and target
labels such as ransomware or normal.

b) Testing Set: The data set that is used to check the performance of the model with respect to data not
used in the model development stage is called the testing set and is used to avoid overfitting. This step
is useful in the process of controlling over fitting that is, the capacity of the model to achieve high
performance within the training data set but performs poorly on testing data set.

Start Processing

!

Data Cleaning

¥

Missing value Imputation

!

Feature Scaling

!

Data Scaling

!

Ready for Model Training

Figure 3.2 Data Pre Processing Steps (Self constructed)
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Figure 3.2 the flow chart showing the data pre-processing steps in which the following has to be done to
the dataset before feeding into the machine learning model. The first process in data analysis is data
cleaning, the second process is missing value imputation, the third process is featuring scaling and final
process is division of data into train and test set. This makes it easier to have the data completely ready
for use in model training in both efficiency and fairness.

3.4 Feature Selection Techniques

To improve the model’s performance as well as reduce the cost incurred during computations, feature
selection techniques were considered. Feature selection is a process of choosing the number of features
from the dataset and eliminating the unwanted one.

3.4.1 Random Forest Feature Importance

Random Forest Feature Importance was the most commonly used technique of the best among various
techniques for the feature selection. This process has the role to identify the role of each of the features in
the prediction process in order to evaluate its importance. The extraction of the feature for the prediction
of ransomware activity is more critical when the importance score is higher.

Mathematical Representation: The importance of feature XjXjX] is evaluated with the decrease of the
Gini index when utilizing this feature for data split in the decision trees of the RF model:

AGini(X;)

e Total Gini reduction
cirees

Importance(X;) =

This method identified key features such as File Size, CPU Usage, and File Access Patterns as the most
important for ransomware detection.

3.4.2 Principal Component Analysis (PCA)

The Principal Component Analysis was also used on the data set in an aim of reducing the number of
features within the set. PCA which accomplishes an orthogonal mapping transmutes the original features
into other features and these new feature contain the maximum variance in data.

Mathematical Representation: PCA for calculates the eigenvalues and eigenvectors of covariances of
given data:

n

Cov(X) = = S (X — w)(X: — )"

i
i—1

The top principal components with the largest eigenvalues are selected for the final feature set.
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Diagram of Feature Selection Techniques

Standardize Data

v

Compute Covariance
Matrix

w

Eigenvectors and
Eigenvalues

w

Select top principle components

v

Transform Data

v

Reduced Diementionality data
set

Figure 3.3 PCA Analysis Flowchart (self Constructed)

Figure 3.3 is showing the flowchart of Principal Component Analysis (PCA) process of feature selection.
The first step in the flow presented is to standardize the given data, and compute the covariance matrix,
then extract eigenvectors and eigenvalues, after this select the top ‘p’ eigenvectors, and the last step is to
transform the dataset to a lower dimensionality space. The given method fits well in attaining the greatest
variance of the data as well as the least complexity of the model.

4. RESULTS & DISCUSSIONS
Data Analysis

The results of this research for detecting the crypto-ransomware using machine learning by analyzing the
data have been depicted in this chapter. This research proposed a two-tier approach that integrates patterns
that essentially use simple rules for the detection of known ransomware and the initial identification of
unknown ransomware. The study focuses on the creation of a dataset, selection of features, assessment of
models, and the efficacy of the detection scheme, inclusive of tables, figures, and descriptive statistics
where applicable [34].

4.1 Dataset Generation and Description

Closely mimicking the behavior of crypto-ransomware and normal system activities, a synthetic process
was defined in Python to generate the dataset. The dataset used in this work contains both proven patterns
of ransomware and simulated ransomware behavior for the evaluation of unknown threats to the model.
The metric set includes file size variation, CPU load, amount of network connections, and file access rate.
These features are critical markers of ransomware activity and are the primary type of data on which the
detection framework is based. The dataset includes 5000 samples, each containing 20 features from
distinct system procedures, labeled with either ransomware or normal activity. Today’s Table 4.1 contains
an overview of features used in the context of ransomware detection and their features:
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Table 4.1 Key features and description

Feature Description
File Size Total bytes modified by a process.
CPU Usage Percentage of CPU resources consumed by the process.

Network Traffic | Volume of data transmitted and received, often elevated in ransomware.

File Access Frequency and mode (read/write) of file access by the process.

Encryption Number of encryption attempts detected within a specified time window.

This dataset is divided into normal and ransomware behaviors to enhance the model’s ability to distinguish
between benign and malicious activities.

Cross-Validation Accuracy Scores: [@.84  @.875 8.9275 8.9225 8.9375]
Mean Cross-Validation Accuracy: 8.9@

Learning Algorithm Results (Unknown Ransomware Detection):

precision recall fl-score  support

8 g.85 8.85 a.9a 291

1 g.od 8.85 a.29 @0

accuracy a8.9a cea
macro avg a.%a .98 8.89 oea
weighted avg a.c08 8.98 a.89 5ea

Figure 4.1 Cross validation Accuracy
4.2 Confusion Matrix Analysis

Overall performance of the model based on true positive, false positive, true negative, and False negative
is clearly presented by the confusion matrix. Here is the confusion matrix and below that an explanation
of the results:

Confusion Matrix

250
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= 200

=
:_=j 150
g
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'
Normal Ransomware
Predicted

Figure 4.2 shows the visual representation of the confusion matrix
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Interpretation:

a) True Positives (262): These are samples perfectly categorized as ransomware which means the model
is capable of identifying malicious actions.

b) False Positives (16): These normal processes were such that they were labelled as ransomware. They
are however in a very small number and false positives ought to be reduced to the bare minimum to
avoid as many system interferences as possible [35].

c) True Negatives (275): These are normal processes correctly identified to allow safe processes to
proceed without disruption.

d) False Negatives (47): Such ransomware instances were excluded from the identification by the model,
leading to the possible loss of data. Minimizing false negatives is very important when working with
the model because their top priority is to detect as many ransomware threats as possible.

From the confusion matrix we have derived other parameters such as precision, recall, and F1 respectively,
which provides information on how well the model is in classifying correctly ransomware while
minimizing misclassifications.

4.3 Feature Engineering and Selection

Opting and engineering were critically important to increase the model performance and iteration speed.
Two main methods were used to prioritize relevant features:

1. Random Forest Feature Importance: Estimated how much each feature influenced the ability of the
model to make a proper prediction. The consequence is that the features that contained numeric values,
such as CPU usage and file access patterns, got the highest importance scores, which proved the
effectiveness of the model to detect ransomware actions.

2. Principal Component Analysis (PCA): Transducted the original features into a set of features
preserving the maximum variance while decreasing the dimensionality, so as to provide only the most
significant behavioral descriptions.

Table 4.2 only presents the PCA result of top 5 features and their explained variance ratios to indicate the
primary contributors of the model performance.

Table 4.2 top five features selected through PCA

E:grrr]](;gﬁ:an t Feature Contribution Explained Variance Ratio
PC1 CPU Usage, File Access Patterns 28%
PC2 Network Traffic, Encryption Count 24%
PC3 File Size, Encryption Attempts 20%
PC4 File Access Frequency 15%
PC5 Network Outbound Connections 13%

4.3 Detection Framework Implementation

The detection framework is composed of two components: a SR module and an LA component. Each
component contributes differently to ransomware detection:
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a) Signature Repository (SR): Unguessable with predefined ransomware patterns close to high CPU
usage and engaging often in file access. This component rapidly determines known threats according
to the pre-specified behaviors and relieves the computational burden of the learning model.

b) Learning Algorithm (LA): Uses a Random Forest classifier learned to identify known and unknown
ransomware characteristics. The algorithm was cross-validated, and assessed for mean accuracy of
0.90 and ROC AUC of 0.94 justifying its reliability in real time detection.

4.4 Model Performance Evaluation

There are, therefore, accuracy, precision, recall, and F1-score to evaluate the performance of the chosen
model. Finally, the confusion matrix and the set of evaluation metrics summarized in Table 4.3 reflect the
performance of the Learning Algorithm in the case of the test dataset.

Table 4.3 confusion matrix for learning algorithm

Predicted Ransomware | Predicted Normal
Actual Ransomware | 262 (True Positive) 47 (False Negative)
Actual Normal 16 (False Positive) 275 (True Negative)
Precision; —=— = (0.942
262+16
Recall: =22 = 0.848
262+47
F1 Score; 22220848 _q g7
0.942+0.848

These metrics clearly explain how the model is capable to identify ransomware attack without generating
false alarms frequently. The high magnitude of recall underlines the potential of the proposed model to
recognize the vast majority of ransomware cases and, consequently, avoid critical data leakage.

4.5 Comparative Analysis with Signature Repository

Thus, SR was able to independently detect 142 known ransomware samples, with an emphasis on certain
characteristics of CPU utilization and access rates to files. The LA investigated new types of malware not
present in the comprehensive signature set of the SR, which the SR was accurate at identifying known
ransomware. | expand on the plausible synergistic interaction of SR and LA to offer a efficient and
harmonized detection channel.

4.6 Proactive Response Simulation

Ultimately, to verify the utility interests of the system and to assess its real life adaptability or hack ability,
a proactive response simulation was carried out. This simulation also proved that this model could identify
ransomware and minimize threats if it responded to malicious actions quickly. Table 4.4 shows the
proactive response outcome profile which describes the number of correct and wrong classification.

Table 4.4 proactive response outcomes

Outcome Instances Detected
Correctly Detected Ransomware 278
Correctly Identified Safe Systems 322
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False Positives

16

False Negatives

47

This simulation reinforces the model’s capability to proactively identify ransomware, enabling timely
intervention and reducing reliance on decryption keys, which are often unreliable.

4.6.1 Receiver Operating Characteristic (ROC) Curve and AUC Score

Analytically, the ROC Curve = represents the True Positive Rate (Sensitivity of the model) alongside the
False Positive Rate for a set of classification thresholds). The process of evaluating AUC means that it is
an overall measure of a model’s performance, the higher is AUC, the better is its discriminatory power.

Receiver Operating Characteristic (ROC) Curve

1.0 +
’J
’f
-
- d",
0.8 -
B -~
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-
© 0.4 i,’
= PR
,’
0.2 -7
-
-
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0.0 0.2 0.4 0.6 0.8
False Positive Rate
Figure 4.3 shows the ROC Curve with an AUC score of 0.94

Interpretation:

1.0

a) True Positive Rate (Sensitivity/Recall): It quantifies the percentage of real ransomware incidents
correctly flagged. Increased sensitivity is important in order not to miss ransomware attack at an early
stage, which is critical to prevention of encryption.

b)

False Positive Rate: This leads into the idea that normal processes will be easily categorized as

ransomware. A low false positive rate is necessary to give minimum interference from wrong

classification.

c)

AUC (0.94): This means that any AUC close to 1.0 will be considered a good-performance model.

This can especially be seen at the initial part of the ROC curve which shows that the model has good
potential of differentiating ransomware from normal processes when the calculated thresholds are

relatively low.

The ROC curve is used to change needed level of detection by using area of the curve representing ratio
of true positives to false positives, depending on the tolerance of the organization to false positive alarms
and the need for extensive ransomware detection.
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Based on the analysis, the following recommendations are proposed:

1. Strengthen Early Detection Mechanisms: Continually training and also tweaking the learning
algorithm to more new ransomware patterns and features will increase accuracy all the more against
new threats.

2. Expand Signature Repository: To address these concerns, coverage of the SR to other ransomware
signatures will improve the detection rate of other known threats.

3. Implement Real-Time Proactive Responses: The incorporation of automated isolation of the flagged
processes consideration, together with the real time alerts will enhance the promptness of the system
in addressing the ransomware threats.

5. CONCLUSION

This study proposed and tested a two-tiered approach to machine learning for the identification of crypto-
ransomware before encryption through the utilisation of an SR and LA employing Random Forest as the
classification type. Mean accuracy of 90% and the ROC AUC of 0.94 were achieved by the developed
framework which met all the objectives formulated during the course of this research by offering a
proactive, balanced and accurate approach for the ransomware detection.

The SR adopted and well captured known ransomware behaviors, while the LA exhibited high accuracy
in identifying new threats, thus supporting the functionality of the system in different domains. To
systematically compare and maximize the performance of the established N-DIMEL model, this study
defined a set of evaluation metrics in terms of accuracy, precision, recall, F1 score, and ROC AUC for
machine learning-based ransomware detection models. This framework will help cybersecurity teams to
make informed decisions in which ransomware detection solutions to implement or integrate [36].

Recommendations for Future Research
While this study successfully achieved its objectives, several areas for further research remain:

a) Continuous Model Training and Real-Time Adaptation: For efficiency, the SR and LA requires to be
updated from time to time to incorporate other new trends in ransomware. Adding model adaptation
into the mix would actually take the live use-value a notch higher.

b) Exploration of Deep Learning Techniques: To increase the accuracy of ransomware detection and take
into account more complex behaviors, other learning methods could be used, including CNN or RNN.
This would also complement the current capabilities of the framework in identifying the advanced as
well as communicative ransomware malware [37].

c) Reducing Computational Overhead: The future work may involve improvements of applying the
proposed framework in the context of real-time applications to enhance the computational efficiency
of the framework. Other viable approaches including model pruning, and feature selection optimization
could be useful in containing computational work while maintaining accuracy.
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